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About me

- Senior Lecturer (U.S equiv. Associate Professor) in Cybersecurity 
at University of Melbourne

- A fuzzing enthusiast
- Co-author of open-sourced tools including AFLFast, AFLGo, 

AFLSmart, AFLNet, AFLTeam, EDEFuzz, and ProFuzzBench
- Founder & Lead of the Melbourne Fuzzing Hub
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The Fuzzed Outline
- Introduction to Fuzzing
Tutorial 1: Beyond Well-tested Applications
Ø Fuzzing stateful network protocol 

implementations
Ø Fuzzing graph algorithm implementations
Tutorial 2: Beyond Crash Oracles
Ø Introduction to diff. & metamorphic fuzzing
Ø Fuzzing Web APIs for excessive data 

exposures
+ Discussion: Beyond the Coverage Plateau
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Beyond Well-tested Applications
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Greybox-Fuzzing for Stateful Network Protocols

Why should we care about network protocols?
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Fuzzing stateful protocol implementations is challenging

• Server accepts sequences of 
messages
• Server behaviour depends on 

the current input & current 
program state
–message order matters
–Knowing current server state & 

how to drive the search 
towards a specific state is 
important

220 FTP Server ready
USER foo
331 User foo OK. Password required
PASS foo
230 User logged in, proceed.
MKD demo
257 Directory created.
CWD demo
250 Requested file action okay, completed.
STOR test.txt
150 File status okay
226 Transfer complete
QUIT
221 Goodbye!

A sample FTP session to upload a file (test.txt) 
to a new folder (demo) on the server



Existing widely-used approaches
1) Stateful Black-box Fuzzing, e.g., Peach, BooFuzz

- Require manual constructed state machine/model
- With no/limited feedback

2) Stateless Grey-box Fuzzing: AFL
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Architecture of AFLNet

AFLNet takes a mutational approach and uses state-feedback to dynamically construct 
protocol state machine and guide the fuzzing process, together with code coverage 
feedback. 

• AFLNet acts as a client.

• AFLNet is seeded with a corpus of recorded message exchanges.
• AFLNet monitors server behaviours (e.g., code coverage) and its responses



Automated State Machine Inference

12

• Time consuming
• Require domain knowledge
• Implemented protocol could be 

different from the standard 
specification

Manual & static approach

• Not time consuming
• Capture the exact implemented 

protocol

Automatic & dynamic approach
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220 FTP Server ready

USER foo

331 User foo OK. Password required

PASS foo

230 User logged in, proceed.

MKD demo

257 Directory created.

CWD demo

250 Requested file action okay, completed.

STOR test.txt

150 File status okay

226 Transfer complete

QUIT

221 Goodbye!

220

331

230 257 250

150226221

User foo

PASS foo

MKD de
mo

CW
D de

mo

STOR test.txt

QUIT
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AFLNet workflow
Prioritise “progressive” states that contribute more towards increased 
code coverage.
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Original message sequence (i.e., seed input)

And then, state 331 (User OK) is targeted

inferred state machine
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CVE-2019-7314 - liblivemedia in Live555 before 2019.02.03 
mishandles the termination of an RTSP stream after RTP/RTCP-
over-RTSP has been set up, which could lead to a Use-After-Free 
error that causes the RTSP server to crash (Segmentation fault) 
or possibly have unspecified other impact.
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AFLNet keeps evolving
https://github.com/aflnet/aflnet

Mar 2020
Released on GitHub

FTP, RTSP

May 2024
200+ citations, 800+ stars, 180+ forks

+ SSH, TLS, SMTP, 
DTLS, DICOM, DNS, SIP, MODBUS …

https://github.com/aflnet/aflnet


ProFuzzBench: A Benchmark for Stateful Protocol Fuzzing
https://github.com/profuzzbench/profuzzbench
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Activity: Code Understanding & 
Discussions

- How to support a new 
protocol?

- What are the limitations of 
AFLNet and potential 
solutions?

19



Reading recommendation
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Have fun with AFLNet J
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https://github.com/
SWEN90006-2023/
SWEN90006-assignment-2

https://github.com/
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Graph algorithms & their applications
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https://memgraph.com/blog/graph-algorithms-applications

Google  Maps Network Routing Symbolic Execution



How would you test graph algorithms impl.
And what could be the challenges?

C1. Vast Input Space
C2. Test Oracle Problem
“Given an input for a system, the 
challenge of distinguishing the 
corresponding desired, correct 
behaviour from potentially incorrect 
behavior is called the test oracle 
problem” [Earl et al. 2015]
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https://jamesmccaffrey.wordpress.com/2010/01/12/
testing-graph-algorithms/

https://jamesmccaffrey.wordpress.com/2010/01/12/


GraphFuzz: Code Coverage-Guided Differential Fuzzing
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Algorithms curated for 
accessing GraphFuzz

- 2 popular graph libraries
- 7 categories of graph 

algorithms
- 9 graph problems
- 21 graph algorithm 

implementations
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Preliminary results

6 logic bugs found in 
implementations of

1) Goldberg-Radzik path finding
2) Tarjan strongly connected 

components
3) Jaccard similarty
4) Max flow algorithm
5) Adamic-Adar link prediction 
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However …
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Observation & Insights

C3. Quickly saturated code coverage with small corpus size
We need other feedback signals

C4. Multi-language codebase or binary-only libraries
We may go back to black-box fuzzing, but can we do better than 
that?
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Criteria to design new feedback signals

- Be able to support feedback-guided fuzzing of multi-language codebases 
or binary-only libraries

- Be lightweight => negligible overhead
- Be distinguishable
- Be able to produce manageable seed corpus
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Algorithm-specific signals

31



Research Questions

RQ-1. Does adding the algorithm-specific feedback signals help improve 
GraphFuzz’s performance
RQ-2. How does GraphFuzz perform if no feedback signal is in use?
RQ-3. How does GraphFuzz perform in a larger testing campaign?
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RQ-1. Effectiveness & Efficiency of the new signals

RQ-2. Effectiveness & Efficiency of pure black-box 
fuzzing
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Grey-box Fuzzing

Dark Grey-box Fuzzing

Black-box Fuzzing

GraphFuzzNONE

GraphFuzzALGO

GraphFuzzCOV

GraphFuzz
COMBO



Results – Bug finding
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- The new feedback 
signals are effective

- GraphFuzzALGO ranks 1st, 
followed by 
GraphFuzzCOMBO

- GraphFuzzNONE 
outperforms 
GraphFuzzCOV



Explanation
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RQ-3. Bug finding capability of GraphFuzzALGO 

- Longer runs: 24 hrs
- 16 more graph problems (e.g., 

Dice Similarity, All Node Cut, 
Simple Cycle)

- Results:
Ø 18 additional bugs including 3 

logic bugs and 15 crashes
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GraphFuzzALGO highly 
applicable and effective. 
Thus far, we have tested 26 
different graph problems, 
and our tool has discovered 
bugs in 22 of them, resulting 
in a success rate of 84.6%.



Reading recommendation
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Beyond Crash Oracles
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RECALL: The Test Oracle problem

“Given an input for a system, the challenge of distinguishing 
the corresponding desired, correct behaviour from 
potentially incorrect behavior is called the test oracle 
problem” [Earl et al. 2015]
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Common solutions

- Human Oracles
- “Explicit” Oracles
Ø Crashes (e.g., SEGV, ABORT including sanitizer aborts)
Ø Hangs

- Differential Testing [William M. McKeeman]
- Metamorphic Testing [T.Y. Chen et al.]
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Differential testing
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Do SUT-1 and SUT-2 need to solve 
the same problem?
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Metamorphic testing
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How would you identify metamorphic relations?

Q-1) What is the System/Component-Under Test?
Q-2) What transformations can be applied to the inputs? (e.g., 
deletion, semantic-preserving transformations, combination, 
addition)
Q-3) Does it exist any relation between o and o’ that should hold on 
all pairs (i, i’) where i’ = transformation(i)?
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Activity: identify metamorphic relations

Task 1: to test a shortest path finding algorithm 
implementation (e.g., Dijkstra algorithm)?
Task 2: to test a C compiler (e.g., Clang/gcc)?
Task 3: to test an CNN-based image recognition 
system (e.g., used in autonomous cars)?
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Group size: 4-5
15 minutes



Reading recommendation
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Detecting Excessive Data Exposures in Web APIs

Why should we care about excessive data exposures/data leak?
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What happened?

49Details: https://mango.pdf.zone/finding-former-australian-prime-minister-tony-abbotts-passport-number-on-instagram



Excessive Data Exposures & Its prevalence

Ranked 3rd in OWASP 2019 TOP-10 critical 
vulnerabilities in APIs

• The API (e.g., Web API) returns full data objects 
as they are stored in the backend database.

• The client application filters the responses and 
only shows the data that the users really need 
to see.

• Attackers call the API directly and get also the 
sensitive data that the UI would filter out.
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What are the consequences of exposing 
excessive data?

- (sensitive) data leakages
- Application performance
- Cost due to higher requirement for bandwidth
- ???
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Manual Detection?
{"id":279980,"vin":"WVWZZZCDZNW001240","model_code":"CD13NS\/22","car_configurator_model_code":"CD13NS-GPJ3PJ3-GPLAPLA-GPRDPRD-GPZFPZF-GWA3WA3-GWCRWCR-
GWC4WC4","brand":"Volkswagen","sub_brand":"PV","model_year":"2022","is_freestock":false,"carline_model":"Golf","model_variant":"110TSI 
Life","model_family":"Golf","body_type":"Hatch","body_type_sort_order":1,"common_color":"Yellow","vehicle_type":"New","transmission":"Auto","fuel":"Petrol","driven_wheels":"FWD","dea
ler_code":"30281","dealer_state":"VIC","dealer_postcode":"3875","mrdp":"46031","payload":{"vehicle_details":{"carline_model":"Golf","model_variant":"110TSI 
Life","model_code":"CD13NS\/22","car_configurator_model_code":"CD13NS-GPJ3PJ3-GPLAPLA-GPRDPRD-GPZFPZF-GWA3WA3-GWCRWCR-
GWC4WC4","brochure_code":"GOLF","body_shape":"Hatch","model_year":"2022","engine_capacity":"1.4 TSI","transmission":"Auto","transmission_desc":"8-Speed 
Automatic","fuel":"Petrol","driven_wheels":"FWD","model_family":"Golf","vin":"WVWZZZCDZNW001240","list_in_stock":true,"common_color":"Yellow","color_code":"C1C1","vehicle_type":"New"
,"vehicle_options":"MP,PM,PZC","customer_order_status":"5","is_freestock":false,"brand":"Volkswagen","sub_brand":"PV","demo_kilometers_driven":null,"demo_kilometer_updated":null},"de
fault_settings":{"default_finance_term":"48","default_finance_pa_comparison_rate":"8.82","default_finance_deposit":"10","default_finance_allowance":"60000","default_driveaway_disclai
mer":"a4r2e0000007IEWAA2","default_finance_disclaimer":"a4r2e0000007I9kAAE","default_driveaway_legend_icon":"~"},"images":{"new":{"hero_image_listing_page":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/right","hero_image_detail_page":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/front","gallery":{"front":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/front","back":"https:\/\/vga-images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/back","right":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/right","left":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/left"}},"demo":{"hero_image_listing_page":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/right","hero_image_detail_page":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/front","gallery":{"image0":"https:\/\/vga-
images.herokuapp.com\/VICCI\/stock\/image\/WVWZZZCDZNW001240\/front","image1":null,"image2":null,"image3":null,"image4":null,"image5":null}}},"dealer_details":{"dealer_code":"30281",
"dealer_name":"THE BIG GARAGE VOLKSWAGEN","dealer_state":"VIC","dealer_postcode":"3875","info":{"dealerName":"THE BIG GARAGE 
VOLKSWAGEN","dealerCode":"30281","locality":"BAIRNSDALE","dealerAddress":"628 PRINCES HIGHWAY, 
BAIRNSDALE","dealerState":"VIC","dealerPostcode":"3875","webKey":"","UsedCarDealer":"False","PartsAvailable":"True","PartsPostCode":"3875","SalesPostCode":"3875","ServicePostCode":"3
875","PartsStateCode":"VIC","SalesStateCode":"VIC","ServiceStateCode":"VIC","PartsSuberbCode":"BAIRNSDALE","SalesSuberbCode":"BAIRNSDALE","ServiceSuberbCode":"BAIRNSDALE","PartsEmail
Code":"","SalesEmailCode":"","ServiceEmailCode":"","PartsPhoneCode":"(03) 5152 4131","SalesPhoneCode":"(03) 5152 4131","ServicePhoneCode":"(03) 5152 4131","PartsStreetCode":"628 
PRINCES HIGHWAY","SalesStreetCode":"628 PRINCES HIGHWAY","ServiceStreetCode":"628 PRINCES 
HIGHWAY","PartsFaxCode":"","SalesFaxCode":"","ServiceFaxCode":"","FinanceEmail":"","ServiceDealer":"True","phone":"0351525313","tradingHours":[{"name":"Sunday","isclosed":true,"start
Time":"09:00 AM","endTime":"05:00 PM"},{"name":"Monday","isclosed":false,"startTime":"08:30 AM","endTime":"05:30 PM"},{"name":"Tuesday","isclosed":false,"startTime":"08:30 
AM","endTime":"05:30 PM"},{"name":"Wednesday","isclosed":false,"startTime":"08:30 AM","endTime":"05:30 PM"},{"name":"Thursday","isclosed":false,"startTime":"08:30 
AM","endTime":"05:30 PM"},{"name":"Friday","isclosed":false,"startTime":"08:30 AM","endTime":"05:30 PM"},{"name":"Saturday","isclosed":false,"startTime":"09:00 AM","endTime":"12:00 
PM"}],"publicHolidays":["2018-11-06","2019-03-11","2019-01-28","2019-04-19","2019-04-21","2019-04-22"],"mapLocation":"","DealerOpTiming":[{"Type":"Parts","operatingTime":"Mon:0830-
1700,Tue:0830-1700,Wed:0830-1700,Thu:0830-1700,Fri:0830-1700"},{"Type":"Service","operatingTime":"Mon:0830-1700,Tue:0830-1700,Wed:0830-1700,Thu:0830-1700,Fri:0830-
1700"}]}},"tile_info":{"background_color":"#e4d330","font_color":"#000"},"careplanData":{"model":"CD13NS\/22","careplan_model_code":"CD13NS\/22_CARE_PLAN_5","careplan_name":"5-Year 
Care Plan","term":"60","price_inc_gst":"2400","price_exc_gst":"2181.82","Policy_Type":"Service Pack"},"optional_packages":[{"name":"Metallic 
Paint","code":"GMPMP","price":"650"},{"name":"Premium Metallic Paint","code":"GPMPM","price":"900"},{"name":"Sound & Vision 
Package","code":"GPZCPZC","price":"1500"}],"optional_packages_comb_string":"Metallic Paint, Premium Metallic Paint, Sound & Vision Package","banner":{"banner_heading":"MY22 Finance 
Offer","sub_headings":["Free 3 Year\/45,000 KM Care Plan\u2020"],"application":"Offer;Stock","vehicle_type":"New","banner_end_date":"2022-06-30","banner_start_date":"2022-04-
01"},"pcsOfferIds":["a2E9q0000005AWvEAM"],"offers":{"Driveaway":{"offer_name":"Driveaway~","offer_heading_1":null,"offer_price":"0","applications":"Offer;Stock","start_date":"2022-
04-01","end_date":"2022-06-
30","legend_icon":null,"term":null,"pa_comparison_rate":null,"allowance":null,"deposit_required":null,"is_deposit_in_cash":false,"offer_type":"Driveaway","disclaimer":"a4r9q00000006n
8AAA","disclaimer1":null,"disclaimer2":null}},"discalimers":[{"id":"a4r9q00000006n8AAA","name":"D-0077","legend_icon":null,"description":"PV MY22 Golf Driveaway 
Disclaimer","disclaimer":"~Manufacturer's recommended driveaway price (MRDP) for new MY22 vehicles in white sold and delivered on or after 
01\/06\/2022."}],"dealer_comment":null},"last_modified_date":"2022-04-13 14:05:27","version":238,"status":1,"inserted_time":"2022-04-15 02:37:21","updated_time":"2022-04-15 
02:37:21","did":"30281","ordering":23}



How can one automatically detect if a web API 
exposes more data than it should?

- The question is related to the famous test oracle problem. 
- We address this challenge with the following key insight: 
ØData returned from an API endpoint is more likely excessive if it has no 

impact on the content displayed to a user.
Ø This is a metamorphic relation
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if a field in a JSON response is not needed, 
the rendered webpage should not change if the field is deleted.



Workflow of EDEFuzz

Three simple steps: 
1) Save a copy of the rendered 

webpage after the API call 
2) Try deleting each of the fields 

in the response 
3) Check if the newly rendered 

page is the same as the saved 
copy. No change? The data 
was unnecessary



Results & Discussions
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EDEFuzz is now open source at 
https://github.com/Broken-Assumptions/EDEFuzz
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Reading recommendation
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Beyond The Coverage Plateau
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Human-In-The-Loop Fuzzing

1. How do humans and fuzzing tools communicate? 
--- so they can ”understand” each other

2. When should they talk to each other?  --- so 
humans are not overwhelmed 

3. What humans can help? Can we reuse their 
previous suggestions?

4. How does fuzzing leverage humans’ guidance?

5. How do we improve the Graphical User Interface 
(GUI) to support effective human-fuzzing 
interaction?
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What can humans help?
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Fuzz blockers analysis
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Preliminary study & initial results
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- We have classified the fuzz 
blockers five types:
- Type-1: due to wrong function 

arguments
- Type-2: due to missing function 

call(s)
- Type-3: due to missing 

different order(s) of function 
calls

- Type-4: due to missing 
“extreme” inputs

- 12/12 top fuzz blockers of LibPNG 
are input independent
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Melbourne
Fuzzing Hub
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